
No maƩer how secure your firewall and virus protecƟon, your company data is ulƟmately in the hands 

of your employees.  In this month’s INFormer, we will discuss different ways that valuable informaƟon 

can be breached due to the one exposure that is unable to be eliminated – the human factor.  It is 

impossible to eliminate all human error even with the best of employees, so preparedness and educa‐

Ɵon, like this newsleƩer, are great tools against this exposure.    

The best way to protect your company against this threat is to purchase a privacy/data breach insur‐

ance policy.  In the event of a data breach, this insurance provides important coverage where your 

other insurances will not apply.   Applying for a quote is simple and quick , all you have to answer is 4 

quesƟons!  To get a quick quote, call INF or fill out the indicaƟon sheet online at:                               

hƩp://integrityfirsƟns.biz/Home/CyberIndicaƟonForm 

Phishing for InformaƟon – Don’t be the “Catch of the Day” 

Phishing, a form of social engineering, is 

what happens when a fraudulent email is 

sent out that appears to be from a legiƟ‐

mate source and asks for some piece of 

personal informaƟon, such as a username/

password combinaƟon.  These emails will 

oŌen appear to be from a trusted source.  

The email will either ask for informaƟon to 

be sent back, will take the user to a site 

which looks and acts very similar to the 

trusted source’s site, or will install malware 

when links in the email are clicked on.   

In a recent survey, 87% of people said that 

they would be able to idenƟfy a phishing 

scheme…61% failed.  As technology be‐

comes a bigger part of our lives, phishing 

has moved from emails to text messages 

and social media posts! 

To protect yourself and your company from 

these schemes, adhere to the following 

rules: 

Never put personal informaƟon into a pop‐

up window from an email:  This is a com‐

mon trick used by “phishers”.  The pop‐up 

will look like a legiƟmate site, but it will not 

be.  Type the known, safe address into your 

browser instead of following the link. 

Verify that the web address begins with 

“hƩps://” when entering personally idenƟfi‐

able informaƟon:  This is one sign that the 

site is secure because all of the data sent 

back and forth from the server is encrypted 

using SSL (Secure Sockets Layer). 

Don’t click on links in emails from people 

you don’t trust:  Links can have malware 

and viruses associated with them, so it is a 

good idea to never click on a link in an 

email from an unknown enƟty. 

Keep your security soŌware up to date:  

This is the easiest way to protect yourself 

and your company. Schedule updates to be 

installed automaƟcally every night on your 

computer.  This way, you will never be 

more than 24 hours out of date. 

Don’t reply to an email with any personal 

informaƟon, such as a credit card number 

or a social security number:  There are rules 

in place which do not allow companies to 

ask you for your informaƟon in this way.  If 

you get an email from a company asking for 

personal informaƟon, call the company 

right away.  They will need to know that 

they are being used in a phishing scheme. 

If you do receive a phishing email, be sure 

to report it to:   

reportphishing@anƟphishing.org 

They are the AnƟ‐Phishing Working AcƟon 

Group and will take the appropriate acƟon 

on the scheme. 
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angled in such a way that it would be diffi‐

cult for someone to see what you are 

typing. 

Dumpster Diving:  Trash outside a company 

is valuable!  Most employees do not realize 

the value of their trash.  Org charts, inter‐

nal phone numbers, and client lists are just 

a few of very valuable pieces of informaƟon 

that a social engineer will exploit from the 

trash.  When in doubt, shred your trash 

with a cross‐cut shredder. 

Phone Number Spoofs:  Some social engi‐

neers have the ability to make their num‐

ber show up as a different one on the caller 

ID, thus allowing them to pretend to be 

calling from anywhere that you trust.  They 

will normally ask for passwords or credit 

card numbers, then use that informaƟon to 

benefit themselves.  Your caller ID can be 

manipulated.  Never give out personally 

idenƟfiable informaƟon over the phone. 

Piggybacking:  This can also be called shad‐

owing and it happens most in the morn‐

ings.  A social engineer will appeal to your 

humane side, asking to borrow your badge 

because she or he “forgot” it or they will 

follow you through security and hopefully 

will not be noƟced.  This happens during 

“smoke breaks” as well when people are 

returning to the office. 

AcƟng as the Help Desk:  This tacƟc can 

Social Engineering is the art of retrieving 

informaƟon by manipulaƟng people.  Social 

engineering can come in many forms and 

accounts for about 10% of the data breach‐

es that have taken place in the past year.  

Social engineers will do whatever it takes 

to gain trust and exploit that trust whenev‐

er possible.  They rely on the fact that 

people want to be helpful in general.  

Common social engineering tacƟcs include: 

Wearing a third‐party vendor uniform:  

Most people automaƟcally assume that the 

uniform gives a person credibility.  This is 

not the case.  Most vendors require their 

employees to have company badges, which 

can be forged.  The best way to verify the 

idenƟty of the vendor employee is to call 

the vendor and verify mulƟple things about 

the employee.  Some people may believe 

that this is going overboard, but most 

vendors have access to an enƟre office, so 

a two‐minute phone call should be a small 

burden to protect the safety of your data. 

Shoulder Surfing:  Social engineers have 

perfected the art of cruising by you at the 

local Starbucks or Barnes and Noble and 

watching you type in your password.  Don’t 

make it easy on them and make sure that 

you always have “Hide Password” checked 

anywhere you enter passwords, which will 

make the leƩers show up as dots.  Addi‐

Ɵonally, try to make sure that you are 

happen the most at larger companies with 

a big IT department.  A social engineer will 

call as the “help desk” and tell an employee 

that they have been having some issues 

with the passwords and that the employee 

needs to change it and let the help desk 

know what it is.  Most people do not think 

twice about giving the help desk infor‐

maƟon and the social engineer has success‐

fully goƩen the employee’s new password. 

Neuro‐linguisƟc Programming:  This is a 

tacƟc that must be pracƟced, but once 

mastered, is quite effecƟve.  A social engi‐

neer will mirror your acƟons, match your 

voice tone and breathing, and use general 

mimicry of you to gain your trust in hopes 

that you divulge personal informaƟon that 

she or he can use. 

A company’s data is only as secure as the 

employees keep it.  Employee educaƟon 

and having security procedures in place 

that are reviewed regularly will help a 

company to avoid the most common social 

engineering tacƟcs.  Even a small company 

should have security procedures in place so 

that the employees and employers each 

know what is expected of the other and 

how certain situaƟons should be handled.  

If you do not have a security procedure in 

place and would like an example, please 

contact sivol@integrityfirsƟns.biz. 
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