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Human Error...Impossible to Eliminate

No matter how secure your firewall and virus protection, your company data is ultimately in the hands
of your employees. In this month’s INFormer, we will discuss different ways that valuable information
can be breached due to the one exposure that is unable to be eliminated — the human factor. It is

impossible to eliminate all human error even with the best of employees, so preparedness and educa-

tion, like this newsletter, are great tools against this exposure.

The best way to protect your company against this threat is to purchase a privacy/data breach insur-
ance policy. In the event of a data breach, this insurance provides important coverage where your
other insurances will not apply. Applying for a quote is simple and quick, all you have to answer is 4

questions! To get a quick quote, call INF or fill out the indication sheet online at:
http://integrityfirstins.biz/Home/CyberindicationForm

Phishing for Information — Don’t be the “Catch of the Day”

Phishing, a form of social engineering, is
what happens when a fraudulent email is
sent out that appears to be from a legiti-
mate source and asks for some piece of
personal information, such as a username/
password combination. These emails will
often appear to be from a trusted source.
The email will either ask for information to
be sent back, will take the user to a site
which looks and acts very similar to the
trusted source’s site, or will install malware
when links in the email are clicked on.

In a recent survey, 87% of people said that
they would be able to identify a phishing
scheme...61% failed. As technology be-
comes a bigger part of our lives, phishing
has moved from emails to text messages
and social media posts!

To protect yourself and your company from
these schemes, adhere to the following
rules:
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Never put personal information into a pop-
up window from an email: This is a com-
mon trick used by “phishers”. The pop-up
will look like a legitimate site, but it will not
be. Type the known, safe address into your
browser instead of following the link.

Verify that the web address begins with
“https://” when entering personally identifi-
able information: This is one sign that the
site is secure because all of the data sent
back and forth from the server is encrypted
using SSL (Secure Sockets Layer).

Don'’t click on links in emails from people
you don’t trust: Links can have malware
and viruses associated with them, soitis a
good idea to never click on a link in an
email from an unknown entity.

Keep your security software up to date:
This is the easiest way to protect yourself
and your company. Schedule updates to be

installed automatically every night on your
computer. This way, you will never be
more than 24 hours out of date.

Don’t reply to an email with any personal
information, such as a credit card number
or a social security number: There are rules
in place which do not allow companies to
ask you for your information in this way. If
you get an email from a company asking for
personal information, call the company
right away. They will need to know that
they are being used in a phishing scheme.

If you do receive a phishing email, be sure
to report it to:

reportphishing@antiphishing.org

They are the Anti-Phishing Working Action
Group and will take the appropriate action
on the scheme.

Special points of interest:

= Learn the best ways to protect your company
from phishing schemes

1 = Learn where to report phishing schemes

Look for seven commonly used social engi-
neering tactic

Secure-A-Day is offered by INF to advise on
security risks
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This quarterly newsletter is created by Stacey Ivol. Stacey has her Bache-
lor of Engineering degree from the University of South Carolina in
Computer Engineering as well as her Masters of Science degree from
Carnegie-Mellon University in Computer Engineering, with a focus
on cryptography. She is the Vice President of the Privacy/Data
Breach Unit for INF, Web Master for multiple companies and does
security consulting for small businesses. She also teaches the Secure
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-A-Day class for INF.

Secure-A-Day is offered by INF to review security exposures commonly encountered

throughout a typical workday and ways to mitigate them. For more information on this

class, visit: http://integrityfirstins.biz/Home/SecureADayDetails or call INF!

Social Engineering — What it is and How to Avoid it

Social Engineering is the art of retrieving
information by manipulating people. Social
engineering can come in many forms and
accounts for about 10% of the data breach-
es that have taken place in the past year.
Social engineers will do whatever it takes
to gain trust and exploit that trust whenev-
er possible. They rely on the fact that
people want to be helpful in general.
Common social engineering tactics include:

Wearing a third-party vendor uniform:
Most people automatically assume that the
uniform gives a person credibility. This is
not the case. Most vendors require their
employees to have company badges, which
can be forged. The best way to verify the
identity of the vendor employee is to call
the vendor and verify multiple things about
the employee. Some people may believe
that this is going overboard, but most
vendors have access to an entire office, so
a two-minute phone call should be a small
burden to protect the safety of your data.

Shoulder Surfing: Social engineers have
perfected the art of cruising by you at the
local Starbucks or Barnes and Noble and
watching you type in your password. Don’t
make it easy on them and make sure that
you always have “Hide Password” checked
anywhere you enter passwords, which will
make the letters show up as dots. Addi-
tionally, try to make sure that you are

angled in such a way that it would be diffi-
cult for someone to see what you are
typing.

Dumpster Diving: Trash outside a company
is valuable! Most employees do not realize
the value of their trash. Org charts, inter-
nal phone numbers, and client lists are just
a few of very valuable pieces of information
that a social engineer will exploit from the
trash. When in doubt, shred your trash
with a cross-cut shredder.

Phone Number Spoofs: Some social engi-
neers have the ability to make their num-
ber show up as a different one on the caller
ID, thus allowing them to pretend to be
calling from anywhere that you trust. They
will normally ask for passwords or credit
card numbers, then use that information to
benefit themselves. Your caller ID can be
manipulated. Never give out personally
identifiable information over the phone.

Piggybacking: This can also be called shad-
owing and it happens most in the morn-
ings. A social engineer will appeal to your
humane side, asking to borrow your badge
because she or he “forgot” it or they will
follow you through security and hopefully
will not be noticed. This happens during
“smoke breaks” as well when people are
returning to the office.

Acting as the Help Desk: This tactic can

happen the most at larger companies with
a big IT department. A social engineer will
call as the “help desk” and tell an employee
that they have been having some issues
with the passwords and that the employee
needs to change it and let the help desk
know what it is. Most people do not think
twice about giving the help desk infor-
mation and the social engineer has success-
fully gotten the employee’s new password.

Neuro-linguistic Programming: This is a
tactic that must be practiced, but once
mastered, is quite effective. A social engi-
neer will mirror your actions, match your
voice tone and breathing, and use general
mimicry of you to gain your trust in hopes
that you divulge personal information that
she or he can use.

A company’s data is only as secure as the
employees keep it. Employee education
and having security procedures in place
that are reviewed regularly will help a
company to avoid the most common social
engineering tactics. Even a small company
should have security procedures in place so
that the employees and employers each
know what is expected of the other and
how certain situations should be handled.
If you do not have a security procedure in
place and would like an example, please

contact sivol@integrityfirstins.biz.




	Phishing for Information – Don’t be the “Catch of the Day”

	INtegrity First Corporation

	April 2013

	Volume 1, Issue 2

	The INFormer—Security Edition

	Special points of interest:

	Inside this issue:

	Human Error...Impossible to Eliminate

	Social Engineering – What it is and How to Avoid it

	INtegrity First Corporation



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



